PROTECT PLUS Al - CROSSWALK TABLE

PR} TECT
PLUS Al o,

This table indicates how the 42 Protect Plus Al controls align with the NIST Al Risk Management Framework and the 1ISO42001 Al
Management System.

GENERAL

PROTECT PLUS Al NIST Al RMF 1ISO 42001 Al MS
Organisations must document the scope of services to be assessed Govern 1.1 4.1
Map 1.3 4.3
Map 1.4 5.1
Map 3.3 5.2
Manage 1.1 6.2
7.3

7.4
7.5.3
B.2.2
B.2.4
B.5.2
B.5.3
B.5.4
B.5.5
B.6.1.3
B.6.2.2
B.6.2.4
B.9.2




B.9.4
8.6.1.1 UK GDPR Govern 1.1 4.1
6.2
B.2.2
B.2.4
8.6.1.2 Roles and responsibilities Govern 2.1 5.1
Govern 2.3 5.2
Govern 3.2 5.3
71
7.2
7.3
7.4
9.1
9.3.1
9.3.2
9.3.3
B.3.2
B.4.6
B.5.3
B.9.3
B.6.1.3
8.6.1.3 Training Govern 2.2 7.2
Map 3.4 B.4.6
8.6.1.4 Diverse team Govern 3.1 B.4.6
Map 1.2 B.5.4
7.2
8.6.1.5 DPIA Govern 1.3 6.1.1
Govern 1.4 6.1.2
Govern 1.5 6.1.3
Govern 1.6 6.1.4
Map 1.5 71
Map 5.1 8.2
Measure 1.1 8.3
Measure 2.10 8.4
Measure 4.1 9.1
Manage 1.2 9.3.3
Manage 1.3 B.2.3




Manage 1.4
Manage 2.1
Manage 3.1

B.4.2
B.4.3
B4.4
B.4.5
B.4.6
B.5.2
B.5.3
B.5.4
B.5.5
B.6.2.4
B.6.2.7
B.7.2
B.7.3
B.8.2

8.6.1.6 Accountability measures

Govern 1.2
Govern 4.1
Govern 4.2
Map 1.1

Map 2.2

Map 2.3

Map 3.5

Map 4.2
Measure 2.12

4.4

5.2
6.1.4
7.4
B.2.2
B.4.5
B.5.2
B.5.3
B.5.4
B.5.5
B.6.1.2
B.6.1.3
B.6.2.4
B.6.2.7
B.7.2
B.7.3
B.7.4
B.7.5
B.7.6
B.8.2
B.8.5
B.9.2
B.9.3
B.10.2
B.10.3




8.6.1.7 proportionality of using an Al solution/service Map 3.5

8.6.1.8 proportionality assessment criteria Map 3.5

8.6.1.9 document the proportionality assessment Map 3.5

8.6.1.10 Third-parties

8.6.1.11 Third-party due diligence Map 4.1 4.1
B.2.2
B.9.2
B.9.4

8.6.1.12 Providing privacy information.

8.6.1.13 Collecting personal data from other sources.

8.6.1.14 Approval

Al LLM DEVELOPMENT

8.6.1.15 N/A

8.6.1.16 The Al solution/service risk assessment Map 1.6

8.6.1.17 automated decision making Map 2.1 B.4.2
B.4.3
B.4.4
B.4.5
B.4.6
B.6.2.3

8.6.1.18 UK GDPR Article 22

8.6.1.19 Policies Map 1.6

8.6.1.20 Communication to DPO and Chief Information Security Officer

8.6.1.21 Designed in checkpoints

8.6.1.22 Broadening of scope

8.6.1.23 Informing data subjects

8.6.1.25 N/A

8.6.1.24 Development data retention
Al LLM TRAINING (INTERNAL)

8.6.1.26 Policies

8.6.1.27 Anonymisation

8.6.1.28 Informing data subjects

8.6.1.29 Training data retention
Al LLM TRAINING (EXTERNAL)




8.6.1.30 N/A
8.6.1.31 Third-party controls
8.6.1.32 risk assessment Govern 4.3 B.6.1.2
Map 1.6 B.6.1.3
B.6.2.4
B.6.2.6
B.6.2.7
B.8.2
B.8.3
B.8.4
B.8.5
8.6.1.33 expected outcomes Govern 4.3 6.1.1
Map 3.1 6.1.2
Map 3.2 6.1.3
Measure 1.2 4.4
Measure 1.3 71
Measure 2.1 8.2
Measure 2.2 8.3
Measure 2.3 8.4
Measure 2.4 9.1
Measure 2.5 9.2.1
Measure 2.6 9.2.2
Measure 2.7 9.3.3
Measure 2.8 10.1
Measure 2.9 10.2
Measure 2.13 B.2.3
Measure 3.1 B.3.2
Measure 3.2 B.3.3
Measure 4.2 B.5.2
Measure 4.3 B.4.2
Manage 2.2 B.4.4
Manage 2.3 B.5.2
Manage 2.4 B.5.3
Manage 3.2 B.5.4
Manage 4.1 B.5.5
Manage 4.2 B.6.1.2




B.6.1.3
B.6.2.3
B.6.2.4
B.6.2.5
B.6.2.6
B.6.2.7
B.6.2.8
B.7.2
B.7.4
B.7.5
B.8.2
B.8.3
B.8.4
B.9.3
B.9.4
B.10.4

8.6.1.34 testing and outcomes

Govern 4.3
Govern 6.1

B.10.2
B.10.3

8.6.1.35 Bias

Measure 2.11

B.5.4
B.5.5

8.6.1.36 Discrimination

8.6.1.37 Statistically accurate

8.6.1.38 Deployed Data retention

8.6.1.39 Remediation

8.6.1.40 Incidents

Govern 4.3
Govern 6.2
Manage 4.3

9.3.2
B.8.5

8.6.1.41 Feedback

Govern 5.1
Govern 5.2
Map 5.2
Measure 3.3

B.5.3
B.5.4
B.5.5
B.6.1.3
B.6.2.6
B.8.3
B.10.4
B.6.1.3

8.6.1.42 Decommissioning

Govern 1.7

B.6.2.6




